3ammTa 0T KHOEPNPECTYNMHOCTH.

KubeprnpecTynmHOCTh — 3TO MPECTYMHAs I€ITEIbHOCTh, B paMKax
KOTOPOM  MCHOJB3YIOTCS  JIMOO  aTaKylTCs  KOMIIBIOTED,
KOMIIBIOTEPHAsT CETh WJIM CETEBOE YCTPOMCTBO. DBOJIBIIMHCTBO
KrOepaTak COBEpIIACTCS KUOSPIPECTYTHUKAMHU WIIM XaKepaMu C
IeJIbI0 MMOJydyeHUus (UHAHCOBOM mNpuObUIHM. OJIHAKO IEIbI0
KruOepaTak MOKET OBbITh U BBIBEJICHUE KOMIIBIOTEPOB WM CETEH
U3 CTPOS — U3 JIMYHBIX WA NOJUTHYECKUX MOTHUBOB.

KubeprnpecTyieHus COBEpIIAIOT YaCTHBIC JIUIIa U OpTaHU3allUM
— OT HAYMHAKIIUX XaKEPOB [0 CIHAKEHHBIX TPYIIUPOBOK,
KOTOPBIE HCIOJB3YIOT IPOABUHYTHIE METOAUKA W XOPOIIO
IIOIKOBAHBI TEXHUYECKHU.

Jlnst puMepa MOKHO TIPHUBECTH HEKOTOPBIE Pa3HOBUIHOCTH
KUOEpIPECTYIIICHUN:

« MOIIEHHUYECTBO C UCMHOJB30BAHUEM DJIEKTPOHHOM ITOYTHI U
UHTEPHETA;

. Kpaxa nu@poBON JTUYHOCTU (XHUILEHHE U HUCIOJIHb30BaHUE
JUYHBIX TaHHBIX);

. Kpaka JaHHBIX IJIATEKHBIX KapT U APYrol (pMHAHCOBOIA
uHdopmaruy;

« XWUIIECHUE U MEPENPOIAKA KOPIIOPATUBHBIX JTaAHHBIX;

. KuOepmaHTax (BBIMOTaTelIbCTBO JEHEr TOJ YIPO30i
aTaKku);

. aTaku C HCIOJB30BAaHMEM IMpPOrpaMM-BbIMOraresie (ojHa
U3 pa3HOBUIHOCTEN KMOEPIIAHTAXA);

« KPHUNTOKECKUHT (MalHUHT KPUIITOBAJIFOT C
UCIIOJIb30BAHUEM UYKUX PECYPCOB);

. KuOepmmuoHax  (MOJy4EHHWE  HECAHKIIMOHUPOBAHHOTO
IOCTylla K TOCYJApCTBEHHBIM WM KOPHOPATUBHBIM
JTAHHBIM);

. HapylieHue paboThl CHUCTEM C LEIbI0 KOMIIPOMETAIUU
CETH;



« HapylleHUuEe aBTOPCKUX MPaB;

. HE3aKOHHOE MPOBEJICHUE a3apTHBIX UTD;

« OHJIAMH-TOPTOBJIS 3ANPEIICHHBIMUA TOBApaAMH;

. JIOMOTAaTeNbCTBAa, WU3TOTOBJICHUE WJIM XPaHCHHUE JI€TCKOU
nopHorpaduu;

s OONBIIMHCTBA  MPECTYIUICHUH, COBEpIIIACMBIX B
III00aJbHBIX KOMITBIOTEPHBIX CETSAX, XapaKTEePHBI CICAYIOIINE
0COOEHHOCTHU:

1) IloBblllieHHAsT CKPBHITHOCTh COBEPIICHUS TMPECTYIUICHUS,
obecnieurBaeMasi Creu@UKOl ceTeBoro HMHOOPMAIMOHHOTO
npocTpaHcTBa  (pa3BUTBIE  MEXaHU3MBI  AHOHUMHOCTH,
CJIO)KHOCTh UH(QPACTPYKTYPHI U T.11.).

2) TpaHCrpaHM4YHBIM XapakTep CETEBBIX MNPECTYIUICHUH, MpHU
KOTOPOM TMPECTYNMHHUK, OOBEKT MPECTYNHOIO MOCATraTeNbCTBa,
NOTEPHEBIINNA MOIYT HaxXOAWUTbCSI Ha TEPPUTOPUAX Pa3HBIX
roCyHapcCTB.

3) Ocobas MIOATOTOBIICHHOCTH IPECTYITHUKOB,
WHTEIUJICKTYaJIbHbIM XapaKTep MPECTYMHON JEATEIbHOCTH.

4) HectangapTHOCTh, CIOXHOCTh, MHOTOOOpa3We W YacToe
OOHOBJICHME  CIIOCOOOB  COBEpIICHHUS  NPECTYIUICHUH U
MPUMEHSIEMBIX CIIEIUAIBHBIX CPEJCTB.

5) B03MOXHOCTB COBEPLICHUS IPECTYILICHUS B
aBTOMAaTU3UPOBAHHOM  PEXHMME B  HECKOJBKHX  MECTax
OIHOBPEMEHHO. B03MOXHOCTH O0BEAUHATH OTHOCUTEIHLHO
ciabble pecypchbl MHOTHX OTAEIbHBIX KOMIBIOTEPOB B MOIIIHOE
OpY/JIHE COBEPIICHHUS MPECTYILICHUS.

6) MHOTO3MM30/IHBIM XapakTep MPECTYMHBIX JEUCTBUN NpHU
MHOECTBEHHOCTHU MOTEPIIECBIINX.



7) HeocBenOMJIIEHHOCTh TOTEPIICBIIMX O TOM, 4YTO OHHU
MOJIBEPTJIMCH MPECTYITHOMY BO3/ICCTBUIO.

8) JIACTaHIIMOHHBIM XapakKTep MNPECTYNHbIX JCUCTBUUA B
YCJIOBUAX OTCYTCTBHSI (DU3MYECKOTO KOHTAKTA MPECTYIHUKA U
MOTEPIEBIIETO.

9) HeBO3MOXHOCTH  NPEAOTBpPAIICHUS W IPECEUYECHHUS
NPECTYIUICHUH JAaHHOTO BUA TPAIUIIMOHHBIMU CPEICTBAMU.

Kubepnpecrymienue Bcerjaa nojapazyMeBaeT XOTs Obl OJHO M3
yYKa3aHHOTO:

. llpectynHyro AeATENBPHOCT, € UEIBIO amaku Ha
KOMITBIOTEPBI C MCIIOJIB30BAHUEM BUPYCOB WM JIPYIroro
BpenonocHoro I10.

. Hcrnonp30BaHne KOMIBIOTEPOB JIi COBEPLICHUSA IPYTUX
IPECTYILICHUM.

IIpumepsl kKudOeparak:
- aTaK¥ C UCIIOJIb30BAaHUEM BPEAOHOCHBIX IPOTPAMM;

- (pumuHr (oTmpaBka crama (B 3JEKTPOHHBIX MUChbMax WM I10
IPYTUM KaHajgaM), 4YTOObl OOMaHHBIM TIyTE€M BBIHYAUTH
II0JIL30BATENICH C/IeIaTh HEYTO, YTO OCJIA0UT MX 0€30I1acCHOCTb.
@OUIIMHTOBBIE COOOIICHUS MOTYT COJIep)KaTh 3apa’kKCHHBIC
BJIOKEHHMS, CCHUIKM Ha BPEIOHOCHBIC CaWThl WIHU IPOCHOY
NPEIOCTABUTh KOHPUICHIIMATIBbHYI0 HH(OPMALTHUIO.

- pacnpeneneHubie DoS-ataku (HaueaeHbl Ha BBIBOJ U3 CTPOS
KaKoW-mu00 cucrtemMbl Win cetu. MHorpga g mpoBeneHus
DDoS-atak ucnonb3ytotcst ycrpoiicta [oT (MHTEepHETa Belieit).

CnocoObI 3alUThl OT KHOEPIPECTYIICHUM:

- perymnsipaoe ooHoByieHue 110 u onepanmoOHHON CUCTEMBI;



- HUCIIOJIb30BAaHUE AHTUBUPYCHBIX MPOTpaMM U HX PETyISIpHOE
OOHOBJICHHUE;

- UCTIOJIb30BAHUE HAJAEKHBIX MTAPOJIEH;
- IPUBbIYKA HE OTKPHIBATh BJIOKEHHbIC (PalijIbl B MUChMaX;

- IPUBBIYKA HE MEPEXOJUTh II0 CChUIKAM B CIIaM-IIMCbMax M Ha
HEJIOBEPEHHBIX BeO-caliTax;

- OCTOPOKHOCTH IIPH IIepeaade TMIHON HH(POPMALIHH;
- obmieHue Mo ouIMaIbLHBIM KaHallaM;
- BHUMATEJIHbHOCTH IIPH MTOCEISHUH BE€0O-CalTOB;

- peryisipHasi IpoBepKa 0AHKOBCKUX BBIMTUCOK.
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